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On July 16, 2022, the Court of Justice of the European Union issued its decision in Data
Protection Commission v. Facebook Ireland, Schrems, in which it invalidated the European Commission’s
adequacy decision for the EU-U.S. Privacy Shield Framework.1 One ground for invalidation was that, with
regard to U.S. Government surveillance, “EU data subjects lack actionable judicial redress and, therefore,
do not have a right to an effective remedy in the U.S., as required by Article 47 of the EU Charter.”
In response to the Schrems II ruling and after many months of negotiations between the U.S.
and the European Commission, on October 7, 2022, President Biden signed the Executive Order On
Enhancing Safeguards For United States Signals Intelligence Activities.2 On the same day, the Department
of Justice issued a Final Rule establishing within the Department of Justice a Data Protection Review
Court (DPRC).3 Under the redress mechanism described in the Executive Order and the Final Rule, the
Civil Liberties Protection Officer (CLPO) for the Office of the Director of National Intelligence (ODNI) will
“investigate, review, and, as necessary, order appropriate remediation” for complaints involving personal
information reasonably believed to have been transferred to the United States from a country that
meets certain conditions.4 The complainant may then apply to the DPRC for review of the CLPO’s
disposition of the complaint, and the DPRC will examine the record created by the CLPO to determine
whether the CLPO’s decision was “legally correct and supported by substantial evidence”; it will also
review the “appropriate remediation” directed by the CLPO.5 If the DPRC disagrees with the CLPO’s
decision, it will issue its own determination including its own order for remediation.6 Under the Order,
both the CLPO and the DPRC are protected from dismissal for performance of their functions, and their
determinations will be binding on the intelligence agencies concerned.7
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This mechanism appears to be intended to satisfy EU standards in its own right, and it may well
do so. We will explore how well the mechanism addresses the concerns raised in Schrems II in future
papers. That said, the creation of this process raises an important question under U.S. law: Is judicial
review in a U.S. federal district court available under the Administrative Procedure Act (APA)8 to rule on
the final determinations of the DPRC? Two statements in these documents indicate that the government
is well aware of the potential for judicial review. First, the Order’s final sentence states: “This order is not
intended to, and does not, modify the availability or scope of any judicial review of the decisions
rendered through the redress mechanism, which is governed by existing law.”9 Thus, President Biden
decided to leave the question of judicial review where it stands under existing law, without expressing an
intent either to foreclose or invite it. Second, Section 201.9(h)(3) of the Final Rule provides that the
notification to the complainant of the outcome of the redress process “constitutes the final agency
action in the matter.”10 As discussed below, “final agency action” is a term of art under the APA, and is
typically subject to judicial review.11
Final Agency Action Under the APA
Judicial review under the APA is limited to “agency action made reviewable by statute
and final agency action for which there is no other adequate remedy.”12 Agency action “includes
the whole or a part of an agency rule, order, license, sanction, relief, or the equivalent or denial
thereof, or failure to act.”13 Courts have acknowledged that the term “agency action” has a broad
sweep14 but hold that it is not so all-encompassing as to authorize them to exercise judicial
review over everything done by an administrative agency.15 For an agency to be considered
“final,” the action (1) may not be tentative or interlocutory in nature but must present the
consummation of the agency’s decision making process; and (2) must be an action by which
rights or obligations have been determined, or from which legal consequences will flow.16 Courts
must “focus on the practical and legal effects of the agency action” and “interpret finality in a
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‘pragmatic and flexible manner.’”17 Unless the agency’s regulations expressly provide otherwise,
an agency action is “final” for purposes of judicial review even if further appeal within the
agency is available.18
It is clear from the Final Rule that the DPRC’s final determination, culminating in notification to
the claimant, is intended to “present the consummation of the agency’s decision making process” and
thus constitutes “an action by which rights or obligations have been determined, or from which legal
consequences will flow.”19 Even without the Final Rule labeling the notification as “final agency action,” it
is likely that a court ruling on the matter would so find.
Before proceeding further, it may be helpful to focus on the fact that the DPRC is established by
executive order rather than by statute. The APA precludes judicial review where “there is no law to
apply” in evaluating challenged agency action.20 That said, courts have recognized that administrative
action taken pursuant to an executive order – as opposed to a statute – may be an “agency action” so
long as (1) the executive order has the force and effect of a statute - is law - and (2) the order places
substantive limits on agency discretion.21 Executive orders have the force and effect of a statute, and
thus are binding on executive branch agencies, “if they are properly issued under the President’s
constitutional and statutory authorities.”22 Therefore, even though the bulk of case law under the APA
refers to an agency's statutory authority to act, we will assume, for purposes of this paper, that such
cases apply to actions taken under the new executive order.
“Arbitrary, capricious, an abuse of discretion, or otherwise not in accordance with law”
Once there is a finding of final agency action, the APA empowers reviewing courts to “compel
agency action unlawfully withheld or unreasonably delayed” and to “hold unlawful and set aside agency
action, findings, and conclusions” that are “arbitrary, capricious, an abuse of discretion, or otherwise not
17
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in accordance with law.”23 This standard is commonly applied to “informal” agency actions and indeed
applies to all reviewable administrative actions as a catchall because it contains no explicit limitation on
its applicability.24
At the risk of oversimplifying this complex area of law, one can think of agency actions as falling
into several categories, one of which is “rulemaking” and another “adjudication.” As described in a
report by the Congressional Research Service:
[T]he products of rulemaking proceedings . . typically are generally applicable, forward
looking actions (commonly known as “regulations”) bearing the force of law, whereas
legally binding, backward looking actions determining the rights or obligations of specific
parties based on facts specific to those parties are adjudicative decisions.25
Adjudications, in turn, can be deemed “formal” or “informal.”26 A formal process resembles a
full-blown trial.27 An informal process can include elements of an adversarial trial, but provide the agency
with greater flexibility in establishing procedures.28 An informal process may nonetheless include many
trial-type attributes. For this paper, we will assume that the DPRC process will be considered an
“informal adjudication.”29
With the foregoing background on the APA, we can now turn to what this means for the
newly-established DPRC. In broad terms, if the DPRC makes a determination that qualifies as “final
agency action,” a federal court’s review could include determining whether (a) the DPRC30 erroneously
23
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interpreted applicable law, (b) the DPRC made (or endorsed) findings of fact that were incorrect , or (c)
the DPRC did not properly interpret or apply required procedures.

Question of Law
Courts are empowered to set aside agency action that is “in excess of statutory jurisdiction,
authority, or limitations, or short of statutory right” or otherwise “not in accordance with law.”31 When a
court reviews an agency’s legal interpretation, what standard should it apply? Should it defer to the
agency’s legal opinion in any way, and if so, by how much?
No deference at all is due to an agency’s legal opinion or interpretation when the agency is
interpreting laws that it has no special role in administering or implementing.32 In such situations, the
court’s legal review is “de novo”; it is as if the court were asked to rule on the legal issue directly.33 For
example, if the DPRC were to interpret the Foreign Intelligence Surveillance Act (FISA), a court could
review that interpretation without the need to defer in any way to the DPRC’s opinion; if it disagreed
with the interpretation, it could simply overturn it.
So-called “Auer deference” applies when a regulation it has promulgated is ambiguous.34 Under
this standard, courts must yield to an agency’s interpretation of an ambiguous regulation that the agency
has promulgated unless it is “plainly erroneous or inconsistent with the regulation.”35 In 2019 in Kisor v.
Wilkie, the Supreme Court upheld Auer deference but narrowed its scope.36 As such, courts should only
give Auer deference to an agency where:
(1) The court establishes that the regulation in question is actually ambiguous after considering the
text, structure, history, and purpose of the regulation;
(2) The agency interpretation is an authoritative or official position of the agency;
(3) The interpretation is based on the expertise of that agency; and
(4) The interpretation reflects fair and considered judgment37
31

U.S.C. § 706(2)(A),(C).
David Zaring, Reasonable Agencies, 96 VA L. Rev. 135, 148 (2010) (“De novo review is appropriate when agencies
are interpreting laws that they do not have a special responsibility to administer, like the Constitution, the APA, or
Title VII.”) (Citing to Crowell v. Benson, 285 U.S. 22, 46 (1931)) (“[W]here facts necessary to adjudication of a
constitutional right were subject to de novo review”)).
33
Id.
34
Auer v. Robbins et al., 519 U.S. 452 (1997).
35
Auer, 519 U.S. at 461 (quoting Bowles v. Seminole Rock & Sand Co., 325 U.S. 410, 414 (1945)).
36
Kisor v. Wilkie, 139 S.Ct. 2400 (2019).
37
David L. Portilla and Will C. Giles, Kisor v. Wilkie: A New Limit on Agency Deference and Its Implications for
Banking Organizations, American Bar Association (Jan. 14, 2020)
https://www.americanbar.org/groups/business_law/publications/blt/2020/01/kisor-v-wilkie/?login; Kisor, 139 S.Ct.
at 2416-18; see Christopher v. SmithKline Beecham Corp., 567 U.S. 142, 155 (2012) (Declining to apply Auer
32

5

Auer deference is confusingly similar to what is known as Chevron deference.38 Where a claim
concerns an agency’s interpretation of statutes for which it has authority to make rules, courts
traditionally apply Chevron deference. Chevron is a two step test where the court will defer to an
agency’s interpretation so long as (1) the statute in question is ambiguous and (2) the agency’s
interpretation is reasonable.39 Conversely, if the court finds the statute to be clear and unambiguous, the
court directly applies its own legal interpretation to determine whether the agency action comports with
the statute (i.e., there is no deference).40 Subsequent Supreme Court cases have narrowed the scope of
Chevron. For instance, in U.S. v. Mead Corporation, the Supreme Court added a “step 0” to the two-step
analysis.41 After Mead, a court must first determine whether “Congress delegated authority to the
agency generally to make rules carrying the force of law, and that the agency interpretation claiming
deference was promulgated in the exercise of that authority.”42 If the answer is yes, only then can courts
continue with the two-step Chevron test. If the answer is no, then no deference is owed to the agency.
How does this apply if the DPRC interprets the newly issued executive order? The Order and the
Final Rule expressly contemplate the DPRC having a direct role in interpreting and applying its provisions
to the claims brought before it.43 Under the Order, the redress mechanism is focused on determining
whether a “covered violation” has occurred, which is defined in part as a violation of “this order or any
applicable agency policies and procedures issued or updated pursuant to this order.”44 In addition, the
Final Rule provides in Section 210(a) that “The Executive Order … and its terms shall be interpreted by
the DPRC exclusively in light of United States law and the United States legal tradition, and not any other
source of law” (emphasis added).45 This suggests that the Order would meet the test in Mead, and
deference where an agency interpretation would have imposed a retroactive liability on parties for conduct that
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therefore, that some form of Chevron deference would apply, at least with respect to interpretations of
ambiguous portions of the Order; the reviewing court would therefore defer to DPRC interpretations
that are “reasonable.”46
Finally, so-called Skidmore deference, resurrected by US v. Mead, is a low level of deference due
to less formal agency interpretations of statutes such as opinion letters, operating manuals, and
enforcement guidelines.47 These kinds of agency interpretations are generally issued as guidance
documents which are not required to be developed through the rulemaking process.48 Skidmore
deference does not compel a court to defer to an agency’s interpretation. Skidmore recognized that
agency views “constitute a body of experience and informed judgment to which courts . . . may properly
resort for guidance.”49 However, the weight given to agency decisions depends on “the thoroughness
evident in [the agency’s] consideration, the validity of its reasoning, its consistency with earlier and later
pronouncements, and all those factors which give it power to persuade, if lacking power to control.”50
Question of Fact
How do reviewing courts deal with an agency’s factual findings?51 Agency determinations of fact
concern the agency’s conclusions about the world rather than about the agency’s legal authority to act.52
Where a court is reviewing an agency determination of fact made through either informal rulemaking or
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an informal adjudication, the arbitrary and capricious standard would apply.53 That standard requires
that “inquiry into the facts is to be searching and careful,” 54 and that agencies make decisions:
1. Based on a consideration of the relevant factors;
2. Without “a clear error of judgment”;
3. Under the correct legal standard; and
4. With a satisfactory explanation for their action including a rational connection between
the facts found and the choice made.55
This inquiry is highly situation specific and in general requires that an agency demonstrate that it
engaged in reasoned decision making when reaching its determination.56 Agencies must provide “the
essential facts upon which the administrative decision was based”57 and explain what justifies their
determinations with actual evidence beyond a “conclusory statement.”58 Courts may further invalidate
an agency action if the agency failed to consider an important factor relevant to the action, such as the
policy effects of the decision.59 That said, as courts have noted, “the ultimate standard of review is . . .
narrow. . . [and t]he court is not empowered to substitute its judgment for that of the agency.”60
While a court should not substitute its own judgment, it may nonetheless review agency
decisions for abuse of discretion (drawing from the language of §706(2)(A)). For instance, where an
agency has a regulation permitting a reopening for good cause after the lapse of the time for appeal,
courts review the refusal to reopen for abuse of discretion.61 As stated in Cappadora v. Celebrezze
The fact that reopening is a matter of agency discretion to a considerable
extent. . .does not lead inevitably to a conclusion that such an exercise of administrative
power is wholly immune from judicial examination; § 10(e) of the APA expressly
authorizes the courts to set aside any administrative decision constituting an abuse of
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discretion. The question is whether the Secretary in deciding not to reopen enjoys
absolute discretion — whether such a decision is totally committed to the judgment of
the agency because of the practical requirements of the task to be performed, absence
of available standards against which to measure the administrative action, or even the
fact that no useful purpose could be served by judicial review.
…
Absent any evidence to the contrary, Congress may . . . be presumed to have
intended that the courts should fulfill their traditional role of defining and maintaining
the proper bounds of administrative discretion and safeguarding the rights of the
individual.62
Procedural Error
The Order and the Final Rule establish the basic processes for investigating and adjudicating
“qualifying complaints.” In addition they call for the development and issuance of further policies and
procedures, which presumably will establish more detailed processes for the redress mechanism. It is
possible that a complainant may feel that their claim was not handled in accordance with those
procedures; that is, that there was a procedural error that adversely affected the complaint. If the
mechanism nonetheless proceeds to the point of notification to the complainant as “final agency
action,” then judicial review would likely apply as described above. However, what happens if the
complainant believes that a procedural error has prevented their claim from being properly adjudicated
by the DPRC and thus the Final Rule’s acknowledgement of “final agency action” never takes place?
In Smith v. Berryhill, the Supreme Court addressed whether courts could review a claim
challenging the dismissal of the plaintiff’s appeal of an Administrative Law Judge’s denial of disability
benefits.63 Under §405(g) of the Social Security Act (SSA), judicial review is permitted for “any final
decision of the [agency] made after a hearing.”64 The central tension stemmed from the deadlines that
the SSA imposed for each stage of review: a party who seeks review must file his request within 60 days
of receiving the ALJ’s ruling and where that deadline is not met, the Appeals Council will dismiss the
request.65 The SSA also dictates that dismissals are “binding and not subject to further review.”66 The
Court highlighted that although the plaintiff erred in meeting the deadline, it is unlikely that “Congress
62
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intended for this claimant-protective statute to leave a claimant without recourse to the courts when
such a mistake does occur. . .”67 The Court held that the dismissal of the claimants' appeal for failure to
file in a timely matter does constitute a final agency action as “such a dismissal calls an end to a
proceeding in which a substantial factual record has already been developed and on which considerable
resources have already been expended.68
Once the Court determined the claim was reviewable, it considered both the appropriate scope
and standard of review. To determine the scope, the Court noted that while there was no jurisdictional
bar to considering the merits, “fundamental principles of administrative law. . . teach that a federal court
generally goes astray if it decides a question that has been delegated to an agency if that agency has not
first had a chance to address the question.”69 As such, “a court should restrict its review to the
procedural ground that was the basis for the Appeals Council dismissal and (if necessary) allow the
agency to address any residual substantive questions in the first instance.”70 As for the standard of
review, the Court held that the “abuse of discretion” standard as to the overall conclusion, and the
“substantial evidence” standard as to any fact were appropriate.71
Conclusion
Overall, a few points emerge. A ruling by the DPRC is ”final agency action” under the APA and as
such, will be subject to judicial review.72 The courts would likely review DPRC rulings to determine
whether they were “arbitrary, capricious, an abuse of discretion, or otherwise not in accordance with
law.” In reviewing the DPRC’s interpretations of law, whether the court would accord those
interpretations any sort of deference, and to what degree, will depend in large part on the law that the
DPRC is interpreting. A court may well defer to some degree if the DPRC is interpreting ambiguous
provisions of its own regulations or of the executive order, provided those interpretations are
reasonable. No deference would be due if the court finds those provisions to be clear, or that Congress
did not intend for the DPRC to have a role in interpreting or applying them (e.g., FISA). With respect to
67
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factual determinations, the DPRC will need to demonstrate that it engaged in reasoned decision making
and provide the essential facts used to make the determination. While the court may not substitute its
own judgment for that of an agency, it may nonetheless review agency action for abuse of discretion.
Where a claim challenges a DPRC decision on procedural grounds, the action is likely reviewable under
the abuse of discretion standard.
By establishing the DPRC, the government has triggered the application of a rich and complex
body of administrative law relating to judicial reviewability of the new court’s adjudications.
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